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Abstract: Fostering validating experiences has been shown to positively influence college student
persistence, retention, and adaptive socioemotional outcomes reflective of a supportive learning
environment. CyberCorps® is a federally funded program that aims to recruit and retain
underrepresented cybersecurity majors through student scholarships and supportive learning
environments. This two-phase exploratory sequential mixed-methods single case study sought to
describe how 18 undergraduate cybersecurity students experienced validation while enrolled in
the CyberCorps® Program (pseudonym) guided by Rendon’s validation theory. In Phase 1,
instructors and program mentors were described as prominent agents for fostering validating
experiences. Four themes of academic validation and two themes of interpersonal validation
emerged. Students further described academic and interpersonal outcomes fostered by their
validating experiences. In Phase I, statistically significant associations were found between five
validating practices and outcomes: (a) engaging and growth-based instructional strategies and
increased cybersecurity learning; (b) professional development and increased cybersecurity
learning; (c) professional development and increased access to the profession; (d) community
building and increased sense of belongingness, and (e) recognition and affirmation and increased
self-confidence. Findings supported the benefits of applying validation theory in the program.
Implications for higher education practices supporting student validating experiences are
discussed.
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INTRODUCTION

An estimated shortage of 3.4 million in the cybersecurity workforce persists globally (ISC?,
2022). The workforce continues to lack diversity as Black and Latine professionals remain
underrepresented racial/ethnic groups, making up only 13% among cybersecurity professionals
collectively (Aspen Institute, 2021). Furthermore, only 25% of women (ISC?, 2022) and 39% of
veteran professionals (Bureau of Labor Statistics, 2022) are represented in the cybersecurity
workforce. Diversifying the workforce is crucial to bringing a wider range of backgrounds and
talent to the field. Accordingly, the United States (U.S.) government issued the Cybersecurity
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Enhancement Act of 2014, which focused on strengthening the cybersecurity workforce (U.S.
Office of Personnel Management [OPM], 2024) by increasing the number of cybersecurity
professionals and diversifying the workforce (Federal Cyber Workforce Management and
Coordinating Working Group [FCWM], 2022). Despite multiple incentives, challenges remain in
graduating skilled cybersecurity professionals to meet workforce demands in cybersecurity in the
U.S. and worldwide (Emerick, 2020). This complexity highlights a need to continue supporting
the recruitment and retention of diverse student populations in cybersecurity and related
information technology majors at the post-secondary level.

This intrinsic case study (Stake, 1995) was part of a larger evaluation of one CyberCorps
Program (CCP — blinded for review) aimed to diversify the cybersecurity workforce by recruiting
and retaining undergraduates majoring in cybersecurity through fostering validating experiences
(Rendon, 1994). Validating experiences are an “enabling, confirming and supportive process
initiated by in-and out-of-class agents that foster academic and interpersonal development”
(Rendodn, 1994, p. 44). Prior studies have described validating experiences and their critical role
in the success of college students, particularly among historically underrepresented groups (e.g.,
DuBois Baber, 2018; Kelly et al., 2021; Vasquez et al., 2022). These studies commonly adopt
Rendoén’s (1994, 2002) validation theory (VT) as a theoretical framework, initially developed to
understand validation among non-traditional students in higher education. Noteworthy is how
validation was experienced has been found to differ across different groups and contexts (Hurtado
et al., 2011), emphasizing the importance of describing validating experiences among different
student populations.

The particular student population this study focused on was undergraduate cybersecurity
majors enrolled in a federally funded program at a four-year research institution which applies VT
in its program design. This study’s purpose was to understand validating experiences among these
students through exploring the relationships between academic and interpersonal validating
practices and outcomes described by them. A further goal of this research was to add to empirical
evidence around validation and expand understanding of VT to a program supporting
cybersecurity, a field of emergent national importance but traditionally featuring unbalanced
representations at the post-secondary level (U.S. OPM, 2024). To achieve this purpose, we adopted
a single case study approach (Hesse-Biber, 2017), where undergraduate cybersecurity students
enrolled in CCP at a four-year research university in Northeast U.S. served as the bounded case.
The study consisted of two phases (QUAL a quan) addressing three research questions (RQs):

RQ1. How did undergraduate cybersecurity majors participating in CCP describe
practices fostering their academic and interpersonal validation? (QUAL)

RQ2. How did undergraduate cybersecurity majors participating in CCP describe
outcomes of academic and interpersonal validation practices? (QUAL)

RQ3. Was there a significant association between the emergent themes of validating
practices and outcomes co-occurring among undergraduate cybersecurity majors participating in
CCP? (quan)

LITERATURE
VALIDATION THEORY: HISTORY AND DEFINITION
This study was guided by Rendoén’s (1994, 2002) VT, a framework for understanding

validating experiences, particularly among students from underrepresented groups in higher
education. In response to the call from the U.S. Department of Education to support research on
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students transitioning to college (Pascarella & Terenzini, 1991), Rendén and Muifioz (2011)
conducted a qualitative study involving 132 first-year students from diverse backgrounds across
various college settings. Their initial study revealed stark differences in how non-traditional
(defined by Renddn as low-income, first-generation, or adult students) and traditional students
experienced the college transition. More importantly, they found students' belief in their ability to
succeed often stemmed from validation received from individuals within and outside of college.
Involvement in college can be challenging for nontraditional students (Rendéon & Mufoz, 2011),
and validation is considered vital in facilitating their engagement and overall success to persist and
achieve academic goals. VT was henceforth developed to empower traditionally underserved
students.

According to the theory, validation can be categorized as academic and interpersonal
validating experiences in-and-out of the classroom (Rendén, 1994, 2002). Academic validation
features recognition of students’ academic and intellectual capabilities, and interpersonal
validation focuses on acknowledging students’ sociocultural and emotional development (Rendon
& Muiioz, 2011). Validation can be cultivated by validating agents inside (e.g., faculty, peers) and
outside (e.g., advisors, family) of the classroom (Rendon, 1994, 2002). Validation is portrayed as
an ongoing process that demands intentional practices from multiple agents to support students in
their academic journeys (Rendon, 1994, 2002; Rendon & Mufioz, 2011). Validating experiences
are how these practices are perceived and interpreted by students.

Studying Validation: Contexts and Methodologies

Since its inception, VT has been used as the theoretical underpinning for researchers
seeking to explore the nuanced experiences of college students through a variety of research
means. Prior empirical research focused on validation and validating experiences has been set in a
variety of institutional contexts, such as community colleges (e.g., Acevedo-Gil et al., 2015),
Historically Black Colleges and Universities (HBCUs) (e.g., Allen, 2016; Williams et al., 2022),
and four-year research institutions (e.g., Swanson, 2022). Most commonly used has been
qualitative design to provide rich narratives about the lived experiences around validation among
individuals in higher education, particularly those from marginalized populations, such as Black
women in primarily white institutions (Kelly et al., 2021), Indigenous American female scholars
pursuing doctorates (Shade, 2019), and Latino men who were transferring students (Vasquez et
al.,2022). Research drawing from interviews, observation, digital diaries (e.g., Hallett et al., 2020),
and other qualitative approaches are instrumental in understanding both unique and shared
experiences of specific groups.

Despite fewer instances, VT has also found its place in quantitative research, providing
valuable insights into the impact of validation at a larger scale using primarily survey (e.g., Barnett,
2011; Corradi et al., 2019; Hurtado et al., 2015; Swanson & Cole, 2022). Extensive qualitative
research and minimal quantitative studies have enriched literature dedicated to exploring
validation among college students while using VT as a theoretical framework. A need remains for
integrating mixed methods within this area of inquiry to enable an alternative perspective into
validation in higher education. Accordingly, the current study aimed to add to the existing
literature using VT as a framework by employing an exploratory sequential mixed methods design
to more holistically examine validating practices and outcomes.
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VALIDATION IN HIGHER EDUCATION

Existing literature confirms Renddn’s research that validation can come from multiple
sources or agents (Barnett, 2011). Frequently studied validating agents in higher education have
included institutional agents such as faculty and staff (e.g., Alcantar & Hernandez, 2020),
academic advisors (e.g., Martinez & Elue, 2020), classmates (e.g., Huerta, 2022), and friends and
family (e.g., Vasquez et al., 2022). Validation has been shown to be fostered through various
practices by these agents. Example practices leading to validation noted in Rendén’s works are
referring to students by their preferred name, using asset-based verbal affirmations, engaging in
mentorship activities, and family support in degree completion (Rendon & Muioz, 2011).

More recent studies have illuminated nuanced practices in support of validation within
specific student populations and contexts, including first-generation Black women in primarily
white institutions (Kelly et al., 2021), students in college transition programs (Hallett et al., 2020;
Perez et al., 2021), and Latino men who successfully transferred from community colleges to four-
year institutions (Vasquez et al., 2022). Example practices supporting validating experiences
identified in these studies include (a) advocates, involvement, and targeted support from
institutional agents (i.e., faculty and staff) (Kelly et al., 2021), (b) reassurance, multiple chances,
and space for vulnerability for students (Hallett et al., 2020), and (c) pedagogy promoting self-
reflection and sense of community in the classroom (Perez et al., 2021). While these studies
highlighted student voices, other examples explored validating practices from the perspective of
agents. For instance, Williams et al.’s (2022) study identified approaches to culturally affirming
practices by interviewing HBCU faculty and administrators, who indicated that they “center[ed]
students’ experiences in humanizing and validating ways; prioritize[ed] relevant and relatable
educational experiences; and [understood] the balancing act that many students must negotiate due
to multiple life demands™ (p. 1067). These examples collectively underscore the importance of
tailoring validation practices to different student populations.

Fostering validating experiences through these practices at a post-secondary level has led

to positive academic and socioemotional outcomes, especially within historically underrepresented
or minoritized student populations. Academic outcomes of validation have included increased
academic performance (Swanson & Cole, 2022), self-concept (Alcantar & Hernandez, 2020),
engagement (Corradi et al., 2019), persistence (DuBois Baber, 2018), transfer success (Vasquez
et al., 2022), retention (Kelly et al., 2021), and pursuit of further education (Martinez & Elue,
2020). Socioemotional outcomes have included increased confidence and sense of belongingness
(e.g., Perez et al., 2021). Invalidation, on the contrary, has been shown to result in negative effects
on educational experiences, leading to academic self-doubt (Acevedo-Gil et al., 2015) and lower
engagement (Sudrez-Orozco et al., 2015). Empirical evidence such as these underscores the
significance of validating experiences in an individual’s educational trajectory and the need to
foster these experiences among college students.
Given the emerging priority of information security and growing demand for qualified
cybersecurity professionals (ISC: 2022), the U.S. needs to recruit and retain diverse student
populations in pursuit of baccalaureate degrees in cybersecurity and related fields. A federally
funded CCP program designed around VT provides a desirable context to study validating
experiences among undergraduate cybersecurity majors representing a wide range of backgrounds.
By focusing on validating practices and experienced outcomes among this specific group of
students, this study sought to shed light on effective initiatives in support of creating validating
experiences for students in similar institutional or program contexts.
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METHODS

STUDY CONTEXT

We adopted a single case study approach (Hesse-Biber, 2017). Undergraduate
cybersecurity students enrolled in CCP was the bounded case. This program was an intrinsic case
(Stake, 1995) whereby a specific program applying Rendon’s (1994, 2002) validation theory was
of interest as part of a larger program evaluation. CCP was implemented in a college of computing
at a four-year, Research 1, private university, in the eastern region of the U.S. CyberCorps® is a
federally funded program awarded to institutions by the National Science Foundation in
partnership with the U.S. OPM and Department of Homeland Security. Through an application
process, students are selected for up to a 3-year scholarship to be trained in cybersecurity. They
receive tuition, a stipend, and funding to travel for a job fair. Based on the National Defense
Authorization Act of 2018, selection criteria must be based on a student’s “prior academic
performance, likelihood of obtaining the degree, and suitability for government employment”
(U.S. OPM, 2024, para. 1). After a formal application process, selected students are enrolled in
CCP in the spring term of their sophomore year. Upon graduation, students commit to serving in
a qualifying government position in the cybersecurity workforce for the same length as their
scholarship. Given these criteria, fostering supportive learning environments to promote
persistence and retention is essential. Practices aimed at supporting students’ validation
experiences were implemented throughout students’ program participation, including bi-weekly
group mentoring sessions facilitated by CCP faculty, cybersecurity workshops/events, one-on-one
counseling sessions, and career fairs.

RESEARCH DESIGN

An exploratory sequential mixed methods research design (Creswell & Plano Clark 2018)
was applied to address the RQs across two phases (see Figure 1). In Phase I, qualitative interview
data were collected and analyzed to address RQs 1-2. Emergent themes from Phase I were
transformed into quantitative data to address RQ 3 testing for statistically significant associations
between themes in validating practices and outcomes in Phase II.

Figure 1
Exploratory Sequential Mixed Methods Research Design
QUAL (Phase I) Data Integration quan (Phase IT)
Individual interviews Data transformation of emergent Chi-Square Tests of Association
Thematic analysis QUAL themes to quantitatively between emergent validating
explore relationships practices and outcomes

Note. QUAL =QUALITATIVE (higher weight), quan = quantitative (lower weight) (Morse, 2003).

STUDY PARTICIPANTS

A total of 18 undergraduate cybersecurity majors have participated in CCP: 2020 Cohort 1
(n=15),2021 Cohort 2 (n = 6), and 2022 Cohort 3 (n = 7). Participants included 11 (61%) women
and 1 (6%) military veteran. Students self-identified as White (n = 11; 61%), Asian or Asian/White
(n=4; 22%), Black (n =2; 11%), or Latino (n = 1; 6%).

DATA COLLECTION AND DATA SOURCE
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CCP participants volunteered to be interviewed by a graduate research assistant. Near-peer
interviewers were used as a strategy to increase participants' comfortability in describing their
experiences. Interviews were conducted virtually at the end of each academic year they were in
CCP. A structured protocol was used that included sharing the concept of validation with the
students and then asking them to describe any in-class and out-of-class academic and interpersonal
validating experiences from the academic year in reflection. Interviews were audio-recorded and
lasted approximately 60 minutes. Forty-one interviews were conducted over time.

QUAL ANALYSIS (PHASE I)

To address RQs 1 and 2, each validating experience was treated as the unit of analysis in
Phase . A team of five researchers coded data in coder pairs using Excel and NVivo (Version 14).
Each interview transcript was segmented into coding units (i.e., validating experiences) resulting
in a total of 294 validating experiences for analysis. Braun and Clarke’s (2006) six-step process
for thematic analysis was followed: (a) becoming familiar with the transcripts, (b) defining initial
codes, (c) generating initial themes across codes, (d) refining themes through collapsing or
expanding, (e) defining and describing themes, and (f) extracting exemplar validating practices
and outcomes for each theme.

A hybrid approach to coding was adopted using a blend of a priori codes and inductive
coding (Saldafia, 2013). Rendoén’s (1994) VT was used to categorize the agent(s) and whether it
was an in-or out-of-class and academic or interpersonal validating experience. Inductive coding
was used to further explore validating experiences and associated outcomes described by the
students. Each researcher coded data independently and resolved disagreements in their coder pair.
All coders debriefed iteratively to clarify and refine codes and subsequently develop themes
describing validating practices and outcomes emerging across the data. Peer debriefing during
iterative coding process through researcher discussions was used as a strategy to monitor
trustworthiness of the qualitative interpretations (Lincoln & Guba, 1986).

QUAN ANALYSIS (PHASE IT)

Validating practices and outcomes that co-occurred in the students’ descriptions of
validating experiences were identified using NVivo 14 for inclusion in Phase II. To conduct
statistical analyses to address RQ 3, emergent qualitative themes in validation practices and
outcomes in Phase I were quantitized, a mixed methods technique transforming qualitative data
into numerical data (Fetters et al., 2013; Sandelowski et al., 2009). Each theme was coded as
present (1) or not present (0). One validating practice and outcome only co-occurred two times
(engaging and growth-based instructional strategies and lasting impression) and thus was
excluded from Phase II analysis. Chi-square tests of association were conducted using SPSS
(Version 29) to examine if all other co-occurring validating practices and outcomes shared a
statistically significant association.

FINDINGS
RESEARCH QUESTION 1
Validating practices, namely how students describe the acts of validation enacted by
various agents, emerged from CCP students’ descriptions across the 294 validating experiences.
These practices were organized under five themes and generally grouped under academic and
interpersonal validation categories, as distinguished in Rendén’s validation theory (1994, 2002).
Practices captured by each of these themes can occur both in and outside of the classroom. Quotes
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are labeled using the following form: C2S6EOY1 to indicate the Cohort, Unique Student ID,
Timing (Baseline or End-of-Year 1-3 in program).

ACADEMIC VALIDATING PRACTICES

Academic validating practices, or practices deliberately affirming students in a way that
affirms their knowledge and membership in a learning community, clustered around three themes
with multiple sub-themes representing the range of validating practices.

PROFESSIONAL DEVELOPMENT. The most prominent theme (f = 138, 46.94%) was
professional development, where students (n = 18, 100%) described academic validating practices
that support them in developing technical and professional skills to secure employment (e.g.,
internships, full-time jobs) in cybersecurity during and after college. Students valued opportunities
to learn cybersecurity technical skills such as programming and computer systems both in and out
of classroom context, which laid a foundation for their professional identity. Activities organized
by CCP and the institution that supported job searching processes (e.g., resume building, elevator
pitches) were also frequently described as validating. Also shared were activities centered around
networking with cybersecurity professionals and future employees. One student commented, “I'm
able to go to these job fairs and talk to people and make connections, and people are impressed by
my resume...I think it definitely helped with my confidence in cybersecurity, because I came into
college not knowing anything about it” (C2S1EOY2). Other example practices students
highlighted under this theme include providing opportunities for student leadership, such as peer
mentors and inviting guest speakers from the industry to share insights about working in the field.

ENGAGING AND GROWTH-BASED INSTRUCTIONAL STRATEGIES. A second major theme
(f = 84, 28.57%) described among 100% (n = 18) of the students encompassed engaging and
growth-based instructional strategies used in and outside of the classroom that facilitated feelings
of student validation as capable learners and future cybersecurity professionals. Students expressed
the value of active participation in the learning environment in the forms of asking questions and
engaging in group projects. Hands-on learning activities and opportunities to apply knowledge to
real-world cybersecurity tasks were also highlighted in student responses: “The other thing that I
found valuable is at once we all started to get our jobs, we started to get more hands-on into
cybersecurity tools” (CISSEOY1). This student gave an example of learning Kali Linux system
in class “which was really helpful because I use Linux a lot at work.” Another student similarly
pointed out the academically validating practices where they “learned something and then actually
be able to apply it to what would be like a real-life scenario” (C2S6B). Moreover, constructive
feedback, high academic expectations from faculty, and connecting curriculum to student
background and interests were also described as examples of academic validation practices under
this theme.

INDIVIDUAL RECOGNITION AND AFFIRMATION. Representing 28.57% (f = 84) of the
validating experience described among 100% (n = 18) of the students, individual recognition and
affirmation captured validating practices around acknowledging academic challenges and
achievements, recognizing students’ backgrounds and skills, as well as affirming students’
identity. In particular, students shared receiving good grades, recommendation letters, awards or
scholarships as academically validating. One student shared how much recognition from a faculty
member meant to her:

I felt like I was validated through her (faculty) especially like we had a one-on-one
meeting...and towards the end, she said to me... she really thinks so highly of me...I mean
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I feel confident about myself, but when someone else's looking from the outside looking
in at you, it means a lot (C2S2EOY1).

Students also highlighted practices aimed at encouraging asset-based mindset, specifically
the use of growth-oriented language by a validating agent that focused on individual strength. For
example, students felt validated when faculty verbally communicated to them that they can be
successful. One student commented, “There have been a couple of classes where I've been able to
contribute to the conversations...And the Professor just noticed that I was putting in effort into
that class, and then had reached out to me or commended me for the work that I was putting in”
(C3S7EOY ). Further, students described practices that validated their identity and background as
valued in the learning environment, such as when professors can recall individual names in large
classes and when students are encouraged to share their academic/professional experiences in class
discussions.

INTERPERSONAL VALIDATING PRACTICES

Two themes emerged in student interviews describing interpersonal validating practices,
defined as practices that “foster students’ personal development and social adjustments” (Rendon
& Muiioz, 2011, p. 19).

COMMUNITY BUILDING. Community building was the most prevalent (f = 138, 46.94%)
theme and captured interpersonal validating practices through community and relationship
building as part of college experience as described by students (n =18, 100%). Community building
practices were facilitated by multiple agents and took multiple forms. For example, students were
provided opportunities by CCP and the college to connect with peers through monthly CCP
meetings and group cybersecurity projects: “I've gotten to know some of the other CCP members
a lot closer and really bonded with them over some of our shared experiences...So that's been
really nice, having that more consolidated I guess a good community in CCP” (C3S5EOY1). In
addition, participating in academic clubs and student organizations allowed some students to be
part of a community and connect with others around shared interests. Students commonly referred
to a cybersecurity learning club featuring technical workshops, events, and competitions within
the college referenced by multiple students. Moreover, students described community building
practices enacted by faculty who deliberately build connections with students by sharing past
professional experiences in and outside of class.

MENTORSHIP AND ADVOCACY. FEighteen students (100%) described mentorship and
advocacy (f = 100, 34.01%) from various agents (e.g., faculty, CCP mentors, internship
supervisors) aimed at providing guidance in relation to academic, professional, and/or personal
challenges and supporting students in meeting their goals. Under this theme, individualized
support was highlighted by students as they frequently mentioned dedicated time from
mentors/instructors, one-on-one advising sessions, personalized resource sharing, and
recommendations for opportunities. Also valued were acts of mentorship and advocacy for
students as a whole. Students highlighted mentorship and advocacy that were not only limited to
supporting their academic needs, but also supported them to overcome personal barriers they
encountered to enter the workforce:

The faculty in the CCP program have been very receptive to everything that we've

been doing. They've been very helpful to me personally and in my job search in
terms of helping me prepare for interviews any offers that I've received. They're
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giving me advice on negotiating those offers...Even beyond me asking them for
help, I've had them reach out to me and asked for check in... I really appreciated
them reaching out (CIS6EOY3).

Mentorship and advocacy can also take the form of active listening and constant presence
out of care and empathy. A student mentioned that “I’m just really happy to have someone like
him (a CCP mentor) as a part of the team because he definitely cares about the students, and I see
that resonate from him every time we have communication with him” (C2S2B). This highlights
the validating practices enacted by mentors who are always available for students in time of need.

RESEARCH QUESTION 2

Validating outcomes — referring to students’ descriptions of the resultant academic and
personal development - emerged from CCP students’ descriptions across the 294 validating
experiences (i.e., unit of analysis). Similar to validating practices, validating outcomes can be
summarized under five themes under the overarching academic and interpersonal categories.
Outcomes under each theme also occur across in-and out-of-class contexts.

ACADEMIC VALIDATING OUTCOMES

Students described a variety of academic validating outcomes defined as feeling of
validation in terms of academic and professional capability and growth. These outcomes centered
around two overarching themes.

INCREASED ACCESS TO THE CYBERSECURITY PROFESSION. This theme (f'= 68, 23.13%)
of increased access to the cybersecurity profession included instances when students (n = 15,
83.33%) described gaining greater access to cybersecurity as a field, which resulted in their
career/academic trajectory positively impacted. More specifically, students reported a positive
career outlook, increased access to cybersecurity network, application to cybersecurity jobs, and
post-graduate employment for those in their final year. As this student stated, validating practices
facilitated by CCP prepared them in their job searching: “We’ve done some projects that have
helped me talk in interviews, so that I sound like a better candidate for the job. And then I've been
able to go to various career fairs because of the program” (C2S4EOY?2). Increased financial
resources such as scholarships as an access to the profession was also frequently described. A
student commented on how earning the CCP scholarship afforded them to focus on their education
and achieve their potential: “I come from a very low-income background. So, having the potential
to do great things, but not the economic means...It is a weight off my back” (C1S2EOQY2).

INCREASED CYBERSECURITY LEARNING. All eighteen students (100%) elaborated on how
academic validating practices led to increased cybersecurity learning (=55, 18.71%) in the form
of improved academic performance, increased knowledge and skills in cybersecurity, and transfer
of learning to practical real-world settings. One student commented that being part of a
cybersecurity learning club that provides hands-on lab environments helps them learn how to use
technical tools such as testing software and coding. Another student highlighted that it was
validating to realize what they learned in school is needed in their internship tasks: “I have been
learning stuff at (school) that can be applied to real-world techniques and applications, and it feels
good to know that, even in the workforce they can acknowledge these” (C3S3EOY1).

Educational Researcher: Theory & Practice, Volume 37, Issue 2, ISSN 2637-8965 9



Fan, Y. K., Koskey, K. L. K., Klein, M., Bright, D. Hutson, T. M., & Heverin, T.

INTERPERSONAL VALIDATING OUTCOMES

Interpersonal validating outcomes, or outcomes related to one’s feeling of validation in
their sociocultural, emotional, and personal identity and development, centered around three
prominent themes.

INCREASED SENSE OF BELONGINGNESS. Sixteen (88.89%) students reported increased
sense of belongingness (f =76, 55.85%) as a major interpersonal validating outcome. Specifically,
students described feeling as part of a community where they built meaningful relationships and
where their identity was represented. Trust was a key element highlighted under this theme —
students often felt that they belonged to a community when they were able to build trusting
relationships with others (e.g., peers, instructors, mentors), by whom they felt acknowledged,
understood, and supported. For example, one student described their “own sense of togetherness”
as a CCP cohort and how members of the cohort “have been there for each other” and “validating
each other” (C1S2EOY2). As a result, students experienced an increased sense of engagement
with the community, such as more active participation in community events. Besides CCP as a
frequently mentioned community, students described a sense of belongingness to classes, student
clubs, workplaces, and/or outside groups where validation was practiced. A student mentioned
having a “centralized support system” of friends to “maintain our focus and our purpose” (C2S2B).
Moreover, students described feelings of personal identity being represented in the learning
environment: “[ A professor]| came and spoke to our one class one time and just hearing a successful
story of a same-gendered professional in technology was very encouraging for me” (C2S1EOY1).

INCREASED SELF-CONFIDENCE. This theme (f'= 53, 18.03%) described among eighteen
students (100%) refers to increased self-confidence as a validating outcome. Students engaged in
self-reflection in response to experiences in cybersecurity. Students described feeling more
solidified in their career choice as this student shared: “I think at first cybersecurity was just a
general idea...But after joining CCP, I definitely am more convinced that I would like to continue
to pursue cybersecurity in the future” (C3S7EOY1). Also, students reflected on their increased
confidence in their ability in cybersecurity: “I've gained a lot of confidence, especially in my
interviewing process and just being more comfortable reaching out to people. Whether if I need
help, or if I'm like looking for an interview, or if it's something work related” (CIS1EOY?2).

LASTING IMPRESSION. Lasting impression was a less prominent but present validating
outcome (f = 11, 3.74%) and captured instances where students (n = 7, 36.84%) described an
enduring impression and profound impact in response to an interaction with a member or
organization within the cybersecurity community. Some students reported that they established
life-long connections with people they met through validating experiences. A student commented
on the life-changing experiences due to CCP: “It has greatly benefited me, and I would go as far
as say, change my life for the better, because I think that I've gotten opportunities through the CCP
program that I wouldn't have otherwise had” (C2S6EOY2). Another student recalled the initial
conversation she had with a faculty who encouraged her to apply for CCP and the long-lasting
impact of this validating experience on her life:

Having mentor or someone that's looking out for you just by like initial conversation or
just something that's very small, it definitely has a rippling effect on your life. It definitely
vibrates in a way where it leaves a lasting impression. That engagement will always leave
a lasting impression on me (C2S2EOY1).
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RESEARCH QUESTION 3

Ofthe 20 co-occurring validating practices and outcomes, Chi-square Tests of Associations
showed that five validating practices were statistically significantly associated with outcomes
described by CCP students (p < 0.05). Figure 2 reports these significant results using a joint
display, a data integration technique for reporting mixed methods data (Plano Clark, 2019).
Frequencies and percentage of co-occurrence between each validation practice and outcome
emerging across validating experiences, as well as test statistics and exemplar quotes are presented.
Among the validating practices and outcomes, engaging and growth-based instructional strategies
and increased cybersecurity learning showed the largest effect size (Cramér’s V' =.343, medium).
Forty-one percent of validating experiences coded as describing engaging and growth-based
instructional strategies were also coded as students describing increased cybersecurity learning
as a result. Validating experiences without this validating practice present were not as likely to
have this outcome described by CCP students. A medium effect size (Cramér’s V' = 0.329) and
similar pattern was also observed for the association between community building and increased
sense of belongingness. All other associations yielded small effect sizes (Cramér’s ¥ ranging 0.184
—0.343).

Figure 2

Joint Display Results of Significantly Associated Themes in Validating Practices and Outcomes

Validation Practices Significantly Associated Outcomes  Statistics and Exemplars
Engaging and growth-based —%  Increased cybersecurity learning X2 =34.65"** (Cramér’s V'=.343)

instructional strategies
n Present Not Present [The professors]are not holding our hand the whole way. They assure that we can figure it out and
they're always there to help, but it's really validating sometimes to just be led off on my own figure

" o 219
Present 67 28 (41.79%) 39(58.21%) things out along the way ... I've come out of each class with a lot of different valuable skill sets.
Not Present 227 24(10.57%) 203 (89.43%) (CI1S4E0Y2)
Community building —» Increased sense of belongingness X2 =30.04%%* (Cramér’s V'=.320)
n Present Not Present 1 feel like [the college] has definitely taken a steps to...getting more integrated with diversity and

) o o inclusion. I feel like that definitely makes me feel validated at [college]. I feel like my culture is
Present 106 44 (31.51%) 62 (58.48%) being taken into account. It doesn't feel like I'm being overlooked at [University] and [college],
Not Present 188 25 (13.30%) 168 (86.70%) and it feels nice to know that they're taking steps to include me personally. (C3S3EOY1)
Professional development ~—% Increased access to profession X2 =18.83*** (Cramér’s V= 253)

n Present Not Present 1 attended the job fair in Maryland that was in January, and that really catapulted my career in
terms of receiving multiple interviews. I received a final job offer...I have been afforded so

2,389 0
Present 105 34(32.38%)  T1(67.19%) many opportunities to not only represent [the college], but also [the CCP]... (C2S2EOY2)
Not Present 189 22 (11.64%) 167 (88.56%)
Professional development ~—% Increased cybersecurity learning X2 =15.72%%% (Cramér’s V= 231)
n Present Not Present I probably learned a lot more in the [CCP] meetings than in some of my cybersecurity courses,
Just because professors in [CCP] knew that we were all going into [company name] for our co-op.
Present 105 31(29.52%) 74 (70.481%) - 2 gomme W name ur o
So, they were really helpful with giving us basic understandings of some of the things we might
Not Present 189 21 (11.11%) 168 (88.89%) come across at our job...and how things work on certain computer systems. (C1SSEOY1)
Individual recognition and —% Increased self-confidence X2 =9.99%* (Cramér’s V'=.184)
iQ 1
@jrmation Present Not Present 1 explained to [the CCP mentor] what my interests were, and he's the one who actually brought
) n 21 (20.17¢, o up the [CCP] program to me. He gave me a lot of encouragement like you could totally do
Present 2 21 (29.17%) S1(70.83%) this...and he kind of gave me the confidence I needed to stick with the major, and to pursue
Not Present 222 29 (13.06%) 193 (86.94%) [CCPJ. (C3S4EOY1)

DISCUSSION AND IMPLICATIONS
This study contributes to VT by exploring its application in a cybersecurity higher

education program context serving underrepresented groups in cybersecurity in a four-year
research institution. Findings from this case study provide support for the benefits of applying
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VT in the design and implementation of CCP and potentially other postsecondary programs
serving similar student populations.

CONTRIBUTION TO VALIDATION THEORY

Emergent themes in academic and interpersonal validating practices were consistent with
prior literature on validating experiences in higher education. First, a variety of engaging and
growth-based instructional strategies were highlighted by students as academically validating,
confirming that pedagogy plays a key role in students’ validating experiences in college (e.g.,
Acevedo-Gil et al., 2015; Perez et al., 2021). Providing opportunities for active participation,
encouraging hands-on learning activities, and allowing students to apply knowledge to real-
world tasks are among the practices instructors can apply in support of academic validation.
Second, the importance of individual recognition and affirmation revealed in the findings
supports existing research that posits students feel most validated when their existing strengths
were recognized (e.g., Barber, 2018). Encouraging an asset or strength-based mindset as
compared to a deficit-based one has been associated with validation by scholars such as Perez et
al. (2021). In addition to recognizing strengths and achievements, findings from this study
underscore the need to affirm students’ individual identity and background as contributing to the
learning environment (Rendon & Mufoz, 2011). Third, community building practices were
described as validating by students, confirming the role communities play in college students’
validating experiences both in and outside of the classroom (e.g., Collins & Brown, 2020; Perez
et al., 2021). Lastly, findings illuminate mentorship and advocacy as key in students’
interpersonal validating experiences, taking the form of individualized support, providing
guidance to students as a whole, active listening, and support in overcoming barriers. These acts
of mentoring and advocacy out of care and empathy have been emphasized in existing research
on validation (Barber, 2018) highlighting authenticity, care, and consistent presence by
validating agents.

Themes of validating outcomes valued by students emerged from interviews, confirming
existing work around validation in several ways. Students attached great importance to a sense of
belongingness in and outside of the classroom. This finding supports studies emphasizing
belongingness as an indication/manifestation of student validation in college (e.g., Hurtado et al.,
2015; Hussain & Jones, 2021; Perez et al., 2021). Findings from Chi-Square Test of Associations
indicated that there was a statistically significant association between community building
practices and increased sense of belongingness, which means community building practices can
be a potential strategy for fostering student belongingness and validation in college. Examples of
such practices highlighted by students interviewed include connecting to peers, organizing
regular events and workshops, encouraging participation in student organizations, and promoting
faculty-student relationship-building in daily practice. Additionally, increased cybersecurity
learning, particularly in the form of enhanced knowledge and skills that are transferable to real-
world settings were also an indication of validation according to students enrolled in CCP. The
significant associations suggest increased cybersecurity learning may be effectively fostered
through engaging and growth-based instructional strategies and professional development efforts
in and out of the classroom. Finally, increased self-confidence emerged as a main theme of
validating outcomes, which confirms Rendon and Mufioz’s (2011) study that laid a foundation
for VT emphasizing confidence and belief in one’s ability to succeed as results of validation
from agents. Increased self-confidence was found to be associated with individual recognition
and affirmation in this study, underscoring the importance of acknowledging students’ academic
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challenges and achievements, recognizing students’ backgrounds and skills, and creating an
identity-affirming environment.

CONTRIBUTION TO HIGHER EDUCATION PRACTICE

This study adds to the existing research on validating experiences in higher education in
several ways. It informs practices and program initiatives aiming at providing such experiences,
considering the role of validation in academic outcomes, engagement, and retention at the post-
secondary level (e.g., Corradi et al., 2019; Kelly et al., 2021; Rendén, 1994, 2002). The findings
demonstrate how themes of validating practices and outcomes can occur across in-and out-of-
classroom contexts. For example, students described experiences with community building
practices such as group projects in class, as well as connecting with peers through CCP events
and college student organizations outside of class. As an outcome, students shared an increased
sense of belonging to the learning community within the class, as well as at the program and
college level. This supports a more holistic view of in-and out-of-class validation and suggests a
need to bridge in-and out-of-class validating experience through various levels of programming
by validating agents. As an example, inspired by the theme of recognition and affirmation,
faculty can validate students by acknowledging achievements and progress made in-class work
as well as providing recommendations for further opportunities (e.g., directing students to co-ops
that fit their individual goals and strengths) as a form of affirmation outside of class.

It is important to note that students in the present study attached great importance to
professional development as a validating practice and increased access to the cybersecurity
profession as a validating outcome. This emphasis on the validation of professional identity was
grouped under academic validation when reporting findings. Rendon’s original works around
academic validation (1994, 2002) focused on school performance. The current study findings
expanded this work by describing nuances of supporting student validation as future
professionals in the field. Now, with evermore emphasis on preparing students as future workers
in higher education (Holzer, 2015), there is an increasing need to support student professional
growth and validate students' (future) professional identity. Professional validation strategies
emerging from the current study findings included supporting students' job searching and
interview processes (e.g., resume building, elevator pitches), teaching technical and hands-on
skills required by future employers, creating networking opportunities for students with
professionals and organizations, and organizing job fairs. These were some practices that
students frequently described as validating and can be implemented in similar higher education
programming that supports validating experiences.

LIMITATIONS AND FUTURE DIRECTIONS

Researchers have called for more longitudinal studies focusing on the evolvement of
validating experiences of college students (e.g., Andrade, 2019). Although the larger research
involved interviewing students at different points in their college program, this study did not track
changes in student narratives over time regarding their validating experiences but rather identified
collective themes among all interviewees. Future research will explore the emergent themes over
time to gain insight into patterns in validating experiences as students progress in their college
program. Also, the findings suggest that validation can leave an enduring impression on students
in response to their interaction with a member or organization in cybersecurity (see the theme
lasting impression). It may be helpful to investigate the long-term impact of validating experiences
in college on individuals after graduation. While the findings suggest that creating an identity-
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affirming environment contributes to students’ sense of validation (see the theme recognition and
affirmation), our study did not explore how and to what extent validating experiences differ by
student identity and intersectional identities (e.g., college students identifying as black first-
generation women) in college. Rather, this research focused on undergraduate cybersecurity
majors enrolled in a federally funded program applying VT as the particular student population
and context under investigation. Exploring validating experiences by student demographics and
intersectional identities continues to be an important area for future research (Kelly et al., 2021),
especially considering the ongoing effort to diversify cybersecurity and other
information/computing majors in higher education.

CONCLUSION

Adopting exploratory sequential mixed methods design, this single case study explored
themes of validating practices and outcomes through interviewing undergraduate cybersecurity
majors enrolled in a federally funded CyberCorps*program designed around validation theory. To
the best of our knowledge, this is one of the first studies that investigates relationships between
validating practices and outcomes quantitatively from students’ perspectives in a context of a four-
year institution. Prior mixed methods research (e.g., Corradi et al., 2019; Kelly et al., 2021) focused
on linking validating experiences to measurable outcomes such as retention rate and drop-out
indicator. The current study contributes to these studies by providing further insight as to how and
why those links exist in the first place based on students’ own voices. Findings particularly
highlight themes of validating practices that can be adopted by other similar postsecondary
programs, including engaging and growth-based instructional strategies, community building, and
individual recognition and affirmation. This research also supports the benefits of applying
validation theory and more broadly, validation-focused strategies, in higher education student
support.
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